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COST BENEFIT ANALYSIS OF
INFORMATION INTEGRITY

Consider any information originating and processing stage (S;) of
the IS view.

Core IS model to which data and information are integral is
modeled as a decision process.

To outline the cost-benefit analysis methodology of 1*1, one can
consider such decision process.

— The decision purpose can be to process/transform/convert data as in core IS
to deliver information decision (by itself an information) so as to achieve
better information use (for example better control for improved customer
service).

Thus the purpose of processing data/information through the core

IS can be taken as “Iimprovement in information use” giving

competitive advanta%e.
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GROSS IMPROVEMENT IN
INFORMATION USE

This “improvement” as variable will be a function of the
iInformation (l) being processed under the stage {S;} and,
accordingly, it can be represented by [AIU(D)].

Let IUUB(I) denote the variable giving the upper bound of
Information use as function of “I” (given that such function
can be defined).

Let “o(l)” denote usefulness factor and “B(1)” usability
factor.

Both factors, functions of “I”, may take values between
(0,1] and, accordingly, can be seen as appropriately
defined proportionality variables.

Then, the improvement in information use at stage (S;) Is
given by Equation (3).

AIUQ) | = [a() x BN X TUUBIN] | o ... Equation (3),



|11 BENEFIT EQUATION

o But, reality is different as core IS models are complex, open and
Impacted by 5“C”s and they have errors.

e As aresult there is a question about integrity of information “I”.
e Suppose question Is about accuracy of information.

o Let “A(l)” denote the concerned integrity quotient, which takes
values between (0,1].

* Then, the gross “benefit” or improvement in information use from
Information processing at stage (S;) would get modified to as iIn
Equation (4).

AU (1) | = {Ja(t) x B(1) x IUUB (D] &3 x {A (1) | &;}.. Equation (4)
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1*1 COST EQUATION

» Correct benefit assessment from information processing
requires accounting for costs of information processing.

* What are these cost components then?

« Consistent with the individual information originating
and processing nature of IS, it is suggested that these cost
components are those of:

— originating information “I” denoted by [COST,,, (1)],
— analyzing integrity quotient of A (1)

denoted by [COST 5o, {A (1)}], and
— the opportunity cost of analyzing A (1)

denoted by [COST ypport 1A (1)}
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COST BENEFIT EQUATION OF I*I

» Accordingly then the “net benefit” in the form of
Improvement In information use as accruing at
the information processing stage (S;) Is as given
In Equation (5).

AIU(1) | =[{lo(DXB()X TVUB(D] | s, IX{A() |'5;}]

—[COST,, (I)| & +COST \\aiv {AM} | <
+COST on {AMN} | <] -.... Equation (5)
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Criticality of Resource Commitment for
Achieving Optimum I*I

Assumptions:
— Dynamic situations characterizing the information flow,

— Considerable simplification of the query at hand
» Assume ol) and B(I) to be given,

* Functions IUUB(I) and A(l) having their own respective first order transients with
corresponding steady state (ss) values (here of upper bound value for IUUB(I) and value
equal to numerical one for A(l)), and

» Assume all cost functions to be exponentially increasing with time,

Then from Equation (5) the variable AIU(l) at the stage (S; ) under
consideration will have a maximum value at a given time, and , among other
things, for a given (what can be seen as an optimum, i.e., desired or, say,
intended) value of integrity quotient “A”.

In other words there is an optimum I*1 at which:

— net increase in information use benefit is maximum (see Figure (1); Figure not to
the scale);

— achieving that I*l (implying accuracy, consistency, and reliability - if they can be
quantified) is a costly process; and, to meet the demands of competitive advantage,

Ei?gg;fe commitment f%quilgyl\i/ngcémgggygo%_og*l, preferably optimum IIZ)I’ IS
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Figure (1): Cost-Bengfit Analysis.of Information Integrity,



EQUATION FOR VALUE OF INFORMATION-1

e One could begin by formulating generalized cost-benefit
equation of I*I by putting Equation (2) in Equation (5);
and the same is given by Equation (6).

o AIU(D) = [{a(l) x B (1) x IUUB(D} x {A(l) x C(I) x
R1(1) x R2(1)}] - [COSTy, (I) + {COSTnar (A(l) +
COST gppor (A1)} + {COST p\ar (C(1)) + COST 5ppor
(C())}H{COST ppa (RLI(1))+COST gppor(RLI() 3+

COST a0 (R2(1)+COST jppnx(R2(1)) 3] ..Equation (6)
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EQUATION FOR VALUE OF INFORMATION-2

 We have not considered here guantification of
I*1 attributes. But for the purpose of
Investigation at hand, let us assume that
[0<A(1)<1,0<C(1)<1,0<R1(1)<1,0<R2(D<1].

e Then, it follows that [O<[I*I (I)={A(l) x C(I) X
R1(l) x R2(1)}]<1]. Information Integrity risk Is
then as given in Equation (7).

 Information Integrity Risk = Il Risk =

{1-[A() x C(I) x R1(l) x R2(1)]}.... . Equation (7)

CHR-11/IIS/IMISCOURSE2006-07 13



EQUATION FOR VALUE OF INFORMATION-3

e The question now Is what maximum possible information value the
IS modeled by Equation (6) can make use of so as to improve
trustworthiness of information “I”’?

o Of course, If I*1 (1) has value *“1”, then one can see all the
determinants of I*1, that is, A(l), C(l), and R1(I) and R2(l) would be
having value “1” each. In other words, there is a total confidence or
trustworthiness in respect of information “I””, and, hence, it can be

said there Is no use getting any further information, the additional
Information being of zero value.

o Butwhat if I*1 (1) <1? Then, the IS could, according to integrity
estimate provided, process additional information “l ,,” in order to
Improve information use; the maximum improvement in information
use being possible when 1*1 (1) is increased to value “1”.
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EQUATION FOR VALUE OF INFORMATION-4

e The question now Is what maximum possible
Information value the IS modeled by Equation (6)

can make use of so as to improve trustworthiness
of information “1”?

* Lioommax =L (1) X B (1) x IUUB(I)] = {[a (1)
X B (D) x IUUB(D] x [A(l) x C(1) x R1(I) x
R2(1)]}

= [a (1) X B (1) X IUUB()] x {1 -
TA(D) x C(1) x R1(1) xR2(D ¥ ...

Equation (8)
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EQUATION FOR VALUE OF INFORMATION-5

« However, the value of the additional information “I,,”, though useful, that
the IS actually will process may not be the maximum possible. This is because
of two reasons:

— (i) firstly, because 1,55, may not have the requisite level of Information Integrity so
as to increase point scales of A(l), C(l), and R1(l) and R2(l) to value of “1” each,
which is necessary to bring 1*1 (1) to “1”, and

— (i) secondly, because there is a need to take into account the cost components in
respect of originating 1,55, and of analysing its integrity and its opportunity cost
for the purpose.

e This leads in the manner of cost benefit analysis to the statement of value of
information “l ,,” and the same is given in Equation (9).

IADDI = I:IADDIMAX X {I*I Of IADDI)}:I
— [Cost components concerning additional
iInformation (l,,,) that can be usefully processed
by IS] .... Equation (9)
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EQUATION FOR VALUE OF INFORMATION- 6

« Putting Equation (8) into Equation (9) and expanding for
cost components, one gets Equation (10) giving value of
additional information, 1 ,,,, In terms of Information
Integrity component of information “I”.

o lyon = [o (1) X B (1) X TVUB(I) x (1- [A(I) X C(1) X RL(] )

X R2(1)] ) X (Al xpp) X Clappy) X RLI(Izpp) X
I:QZ(IADDI))] B [COSTOI (IADDI) +{COSTANAL

(A(IADDI))+COSTOPPOR(A(IADDI))}

+{COSTANAL (C(IADDI)) + COSTOPPOR (C(IADDI))}
+{COSTANAL (Rl(IADDI))

* COSTOPPOR (Rl (IADDI))} +{COSTANAL (R2 (IADDI))
+ COST spmon (R2 (1,on))} ..Equation (10)
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EQUATION FOR VALUE OF INFORMATION- 7

* Equation (10) requires calculation of I*I of 1,5, _ a further
research investigation query, not pursued here. But, I*1 of 1,5,
has its own attributes of accuracy, consistency, and reliability,
which would need to be obtained.

o Secondly, Equation (10) is such that, apart from accounting for
cost components in the manner of Equation (6), it expresses
additional information value as a function of what is known
about information “I” and what Is actually obtained from
additional information as it is processed to improve on integrity
of information “I”.
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IMPROVEMENT IN VALUE OF I*I
DUE TO ADDITIONAL INFORMATION -1

* With value of additional information determined, the question to be answered
is the relationship between 1*1(1+1,5p,) and I*I(1).

e We have I*I(1) ={A(l) x C(I) x R1(l) x R2(1)}(Equation (2)); where I*I risk is
given by [1-{A(l) x C(I) x R1(l) x R2(1)}] (Equation (7)).

e Thus, as one considers I*I(I1+l,pp), Which is given by {A(l1+l,pp) X

C(I+15pp;) XRL(I+1 5p,) XR2(1+1,50) )

— one is considering improvements in integrity attribute values A(l), C(1), R1(l),
R2(1) of information “I” due to values of integrity attributes of | ,,; and

— it is reasonable to suggest that each of integrity attributes of I, would have their
respective determinants (in the manner of integrity of information on integrity).

 How does one proceed in that case? A workable approach is to consider a case
when Consistency (C) and Reliability (R1) and (R2) attribute values for
additional information are “1” each; that is there is complete confidence or
trustworthiness in respect of Consistency and Reliability of 1,

« Insuch a situation, improvement in A(l) due to additional information “I ,5p,”
is function of value of Accuracy attribute of 1, denoted by A(l \pp,)-
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IMPROVEMENT IN VALUE OF I*I
DUE TO ADDITIONAL INFORMATION-2

 With A (l,5p,) defined assuming C(l,pp), R1(I,pp) and R2(1,pp,)
each equal to “1”, I*I attributes of information “I” would undergo
Improvements only along the Accuracy axis. This iIs an interesting
visualization in that it encourages viewing I*l space with four
dimensions in terms of. Accuracy (A) axis, Consistency (C) axis, and
Reliability (R1) axis and Reliability (R2) axis. We are considering here
{A (D<1,C (D<1,R1 (D<1,R2 (I)<1}. Then, the information “I” has
Information Integrity Risks (I*1 Risk) in respect of Accuracy,
Consistency, and Reliability attributes as shown in Equation (15).

(a)Accuracy (A) risk for “1” = {1- A()}, (b)Consistency (C) risk for

“I"={1-C(1)},
(c)Reliability (R1) risk for “I”={1-R1(1)}, (d)Reliability (R2) risk for “I”
={1-R2(D)} ..Equation (15)
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IMPROVEMENT IN VALUE OF I*I
DUE TO ADDITIONAL INFORMATION- 3

» Due to additional information, accuracy attribute value for which is as shown in Equation (14), it is
these Accuracy, Consistency, and Reliability risks of information “I” given in Equation (15), which
are then to undergo reduction. And, as a result of the (extreme) case under consideration of
C(lapp): R1(Iappy): R2(15pp) equal to “17, all these reductions in I*I attribute risk values for
information “I”, are to be effected by only accuracy components of 1., . Accordingly, then, with
respect to Equation (13), while maximum possible increments AA(l), AC(l), and AR1(l) and
AR2(1) should facilitate removing all risks in A(l), C(1), R1(l), R2(l) raising their value to “1” each,
in the case under consideration it is not so; the increments working out to be as shown in Equation
(16).

AA (N=AA(l \pp) X {1- A (D}, AA (1 ,5p,) A Accuracy component of A(l,p,) effecting A(l);

AC (1) =AC(l \ppp X {1- C ()}, AC (I ,pp) A Accuracy component of A(l .5, effecting C(1);

ARI(1)=ARL(l ,pp)¥{1- R1 (N}, AR1 (I ,5p,) A Accuracy component of A(l ,pp,) effecting R1(1);

AR2 (1)=AR2 (1 ,pp)X{1- R2 ()}, AR2 (I ,5p,) A Accuracy component due to A(l ) effecting R2(1)
...Equation (16)
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IMPROVEMENT IN VALUE OF I*I
DUE TO ADDITIONAL INFORMATION-4

» Putting equations in Equation (16) in Equation (14), one then gets Equation

(17).

{ Allzpp)) | C(IADDI)=1, R1(IADDI)=1, R2(IADDI):1}:
[{A()+AA(l 5pp) X {1- A(D)}} X { C(1) + AC(l 5pp) X {1- C(DFIx { R1(I) +
ARL(I,pp) X {1- RI(D}} x { R2(1) + AR2(1 ) X {1- R2(1)}}]
- [A() x C(1) x R1(1) x R2(I) ]

[1- {A(I) x C(I) x R1(1) x R2(1)}]

Net change in 1*1 due to Additional Information

Maximum possible change in I*1 due to additional information
...... Equation (18)
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IMPROVEMENT IN VALUE OF I*I
DUE TO ADDITIONAL INFORMATION-5

e And rearranging the L. H. S. and R.H.S. terms,
one gets Equation (18).

Net improvement in I*1 (1) due to | ., =

{ A(IADDI) | C(IADDI)=1, R1(IADDI)=1, R2(IADDI):1}

X [1- {A(l) x C(1) x R1(l) x R2(1)}]
..Equation (18)
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SUMMARY-1

Equations (17) and (18) give improvement in value of I*I in the form
of A(l,pp) and the net improvement in I*I(1), respectively, as
functions of determinants of previously accumulated information, in
this case denoted by “I”, and the additional information. Needless to
say, similarly one will need to develop the net I*I improvement
equations due to C(l,,55,) and R1(l,5,) and R2(1,,5,). This completes
the investigation at hand by giving in the form of Equations (5) and (6)
cost-benefit analysis of Information Integrity amenable to comparing
of a set of integrity mechanisms {I*I(1)} and for selection of optimum
integrity mechanism (1*I(1) | opt ) DY the way of maximization of net
information use quantum AIU(I) for competitive advantage. Further,
Equation (10) gives the equation for value of information, and
Equations (17) and (18) give improvement in the value of Information
Integrity.
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SUMMARY -2

o Of course, Equation (10) has cost components for which there is
a need to develop equations. Also, Equations (5) and (6), (10),
(17) and (18), for calculation of respective values, are all
functions of 1*| attribute and 1*1 values previously accumulated.
Thus there iIs the issue of developing appropriate metrics and
methods for quantification of I*1 attributes. In fact there can be
different formulations for even Equation (2). Further,
Investigation here has been mainly concerned with attributes of
1*1 for information value, 1.e., for the content of information.
Information Integrity is a systems concept. This implies
similarly one should develop descriptions of accuracy,
consistency, reliability in respect of process integrity and system
Integrity and in respect of design, development, implementation,
and maintenance integrity. And, for all these descriptors also
there Is a need to detail equations as developed in this paper. All
these and many other related aspects constitute further I*I
research 1ssues. CIIR-11/11S/MISCOURSE2006-07 25
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e 2. Mandke Vijay V. and Nayar Madhavan K;
'Implementing Information Integrity Technology' -
Updated, Special Issue of International Journal of
Informatica, June 2002.
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EPILOGUE-1

« Equation (10) in the current Lecture # 27
analytically and scientifically establishes the ever
Increasing importance of I*I (in Lecture # 7 we
first argued It qualitatively).

e Equation (6) In the current Lecture # 27
establishes requirement for optimum to control to
maximize net information use In the system for
achieving competitive advantage (this task we set
before us In Lecture # 12, Slide # 52 [Also see
Lecture # 6, Slide # 34]).
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EPILOGUE-2

 Finally, Equations (17) and (18) In the current
Lecture # 27 give improvement in value of 1*1 In
the form of A(l ) and the net improvement in
1*1(1), respectively, as functions of determinants
of previously accumulated information, in this
case denoted by “I”, and the additional
Information.

o With this we complete analytical treatment of IS
model for cost benefit analysis of I*I. This Is an
Integrity IS, which will be discussed extensively
through Lectures # 28-37.
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