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PREAMBLE

Database research community has always acknowledged impact of data errors on
Databases, and accordingly there are concepts of Data Security and Data Integrity. However, Date
distinguishes between the two by observing that while security involves ensuring that users are
allowed to do the things they want to do, integrity involves ensuring that the things they are trying
to do are correct. In other words, security means protecting the database against unauthorized
users, whereas integrity means protecting it against authorized users (direct as well as indirect).
Indeed, integrity, unlike security, is applicable even in a single-user system (it is always desirable
to avoid errors); and it is far more relevant when the system is shared.

LACK OF PRECISE INFORMATION INTEGRITY DEFINITION

Literature reports different definitions of integrity structure. Traditionally, researchers
working in the area of Electronic Data Processing (EDP) have been looking at integrity issues.
Specifically, in the early days of computing, numerous studies were carried out on errors in data
transcription. Many commonly used data validation techniques, along with handwriting and forms
design standards, evolved on the basis of these findings. Another popular research area has been
the formulation of check digit algorithms, supported by verification studies with real numbers.
These studies yielded confidence levels for the various algorithms.

Initial application of this research direction is to be seen in accounting literature that places
emphasis on internal systems and audits. Indeed, as early as 1968, Feltham identified accuracy,
timeliness and relevance as the three dimensions of data quality and analyzed their relationship
with the value-in-excess-of-cost criterion within the context of the data consumer. The current
literature on data/information quality considerably expands this list of integrity attributes to
include requirements of: accuracy, usability, reliability, independence, timeliness, precision,
completeness, relevance, sufficiency, understandability, freedom from bias, consistency,
trustworthy, brief, etc.

With military requirements dominating the research in information systems, the issue of
secured computer systems and of confidentiality of information gained a high priority query. As a
result, for over forty years, there have been efforts to work on information security programs.
Further, security has normally been taken to mean confidentiality, integrity and availability.
Researchers involved with information security issue are at ease with this terminology except that
the meaning of the word "integrity" is not adequately resolved, the word being frequently used to



describe a range of attributes (or requirements) such as: validity of information in a computer
system (Integrity Model by Biba, 1970); prevention by customer of unauthorized program from:
circumventing memory protection mechanisms, avoiding access control mechanisms and obtaining
supervisor state (IBM concept of System Integrity, 1981); preventing unauthorized modification of
data (Lipner's Integrity Application, 1982); correctness and protection of Trusted Computing Base
and Procedures (Trusted Computer System Evaluation Criteria (TCSEC, 1983); reliability,
accuracy, faithfulness, non-corruptibility and credibility of information transmitted, protection
from noise in communication systems and equipment failure, consistency, accuracy, concurrency,
data recovery, modification access, credibility of information (The Network Interpretation (TNI) of
Integrity, 1985); internal consistency of a system (a correctness aspect) and external consistency
(correspondence with reality — an appropriateness aspect) (Clark-Wilson Integrity (CWI) Model,
1987); property of data which have not been subject to unauthorized alteration of destruction
(Integrity Model of International Standards Organization); property of internal correctness of a
system - error control objective, and property of correspondence to the real world — fraud control
objective (Terry and Wiseman view of Integrity, 1989); correctness and consistency of data and
their classification labels (Sea View Model of Integrity); etc.

AN ANALYSIS

Integrity and Security are different

A critical look at the research investigations reported above shows that there is lack of
precise Information Integrity attribute definition. Also, there is a recurring realization that
security and integrity are different in that the security policies are only concerned with controlling
dissemination of information (confidentiality), while there is also the problem of the validity of
information in a computer system - requiring control over modifications made to information
(termed as integrity or correctness of information). In fact CWI model, which has provoked
constructive reaction from within computer science fraternity and academia, suggests that separate
policies are required for confidentiality and data integrity, and that, with the exception of common
requirements such as user authentication, much of the mechanism for supporting these two -
security and (data) integrity - policies would also be different. There is also appreciation that
integrity has two different notions involved: that of correctness and of appropriateness.

Inadequacy of assumption of Trusted Computing Base and Procedures

Further, concept of Trusted Computing Base (TCB) appears to be fundamental to above
security and integrity definitions. However, literature in information systems research argues that
this is a narrow view of what constitutes integrity and it is confined within the logical bounds of an
information system as it excludes the material impact of the people and business application
processing necessarily involved in any system. In fact, IFIP deliberations go to state that "the
concept that a system can be trusted over time without the ability to provide the evidence that the
trust is well placed is incompatible with internal control principles (so mandatory to safeguard
assets from misappropriation and ensure reliable information systems)".

Shift from Information Technology to Information

And this visualization of integrity issue acquires a further research dimension, as, today,



the reality of data driven technology (keyed to the flow of information across the enterprise and on
the Net) and real time pressures of achieving business objectives of effectiveness and efficiency
(through integration maximization) make continuous automation of ‘informational work’ (carried
out by the soft components of the enterprise) a means for strategic and competitive advantage in a
complex and changing environment. Specifically, this research issue dwells on modeling the
generic business process (and each of its activities) emphasizing ‘information’.

This introduces a very significant dimension in the research query pursued in that the
challenge shifts from one of dealing with information technology to that of information.
Information is at different levels. At one level, information refers to the potential message in an
entity or event, or in reports about it. Information is viewed, in this context, as ‘data’, i. e., as a
function of the source only. At another level, it refers to transmission of message; as a function of
both source and means of conveyance as in communication theory which uses probability to
quantify the properties of symbols to convey message. Its primary value in studying management
information systems lies in the key ideas of probability and reduction of uncertainty and notions of
noise, lag and error in transmission. And at a higher level, information refers to the meaning
gained by the recipient (human as well as machine); the extent to which uncertainty is reduced and
recipient knowledge increased. Information, in this context, is a function of source, communication
channel and the specific recipient.

When systems were seeking to produce only ‘standard’ product in high volumes with
emphasis on operational and cost efficiency for strategic advantage, information requirements
were seen to be structured and periodic and mainly at first two levels. However, (a)with
availability of on-line computers; computers providing capability of moment by moment
optimization of processes and decision-making; and system integration capability (so as to yield a
computer integrated system for system objectives), and (b)with technological reality of digital data
as medium of information flow across the enterprise so as to ‘put it all together’, it has now
become possible to use information at the third and higher level ‘smarter’ so as to achieve strategic
and competitive advantages of larger mass-customized markets and financial optimization.

What this then calls for is modeling IS as that processing unstructured and non-periodic
information — a structural variant from the days of systems seeking ‘standard’ products. This
essentially facilitates viewing every activity (whatever else it does) as an IS activity (a cybernetic
view), wherein ‘data’ is seen as raw material, ‘data transformation or processing’ as a system
function characterized by pre- and post-processing communication channels (which include
medium and/or people), and ‘data product’ or ‘information’ as processed data used to trigger
information use, so as to deliver ‘information decision’ for controlling the physical process
characterizing the activity. In other words, data and information for use are different entities, and
database is seen together with data acquisition and information utilization cycles.

And, in presence of complex and changing system environment (external as well as
internal), this IS view of an activity or process (as the case may be) is characterized by uncertainty
of its own kind; thereby further increasing the requirement of ensuring the dependability or
trustworthiness of information, i.e., Information Integrity.



TOWARDS A WORKABLE DEFINITION OF INFORMATION INTEGRITY
ATTRIBUTES

Within the framework of above issues, of cybernetic view of an activity, and of
requirement that information is for use, then a workable definition of intrinsic Information
Integrity attributes can be considered and they can be defined as: Accuracy — the degree of
agreement between a particular item (value, algorithm, configuration) and an identified source
(standard); Consistency — satisfying constraints, i. e., the degree to which multiple instances of the
item satisfy a defined domain; and Reliability. These are intrinsic or objective or basic Information
Integrity attributes in the sense all information systems must demonstrate them. As information is
for use, depending on IS application area and independent of any specific user, there will be
different requirements/standards of information. It is understood that the intrinsic attributes would
satisfy these different application area specific industry standards. Further, it is suggested that for
data/information model represented by a triple <e, a, v >, this identification of intrinsic attributes
is workable in that it allows segmenting integrity issues pertaining to those concerning entities,
attributes and values.

Coming to the security, it may be seen to have two aspects; namely, undamaged
information and confidentiality. Security implying ‘undamaged’ is synonymous with the
requirements of accuracy or correctness, and to that extent is synonymous with the intrinsic
requirement of accuracy which is seen as integral to the definition of Information Integrity. As
regards to the confidentiality aspect, it can also be seen from the point of view of ‘privacy’. It is
submitted that both the attributes of confidentiality and privacy, though they emerge as
implications of errors in IS, may not be central requirements for all information systems, as there
can be informations where confidentiality and privacy may not be required. In other words,
attributes of security, meaning confidentiality, and privacy may be seen as optional to an
information system and depend on the specific context and nature of use of information. Within
this frame of reference then, security, privacy can be seen to present extrinsic or subjective
attributes of Information Integrity. As indicated earlier, there can be other extrinsic Information
Integrity attributes, too, such as usability, independence, sufficiency, understandability, freedom
from bias, brief, faithfulness, non-corruptibility, credibility, concurrency, credibility, etc.

INFORMATION INTEGRITY RESEARCH & EDUCATION
— A GENERAL TOPOGRAPHY

This visualization then focuses the research and education issues in Information Integrity to
the study of Accuracy, Consistency and Reliability of information system and of information
processed by it. In other words this brings in the research queries of information content integrity,
information process integrity and information system integrity: their definitions, measurements,
and methods and technologies for their enhancements.

As observed by Rajaraman, the issue of Information Integrity is valid at the data origin
stage, at the communication channel stage (comprising medium and/or people), at the processing
stage and at the output, i.e., at the information use stage. Thus Information Integrity goes beyond
the subject matter of data integrity and further covers the requirements of process integrity,
medium integrity, people integrity and the output integrity; all these requirements together



ensuring the system integrity. As a result, Information Integrity emerges as a holistic and
fundamental or basic requirement of an /S and the information processed by it.

Seen from another angle, with reference to the information system development life cycle,
the above then also presents the requirements of ensuring design integrity, development integrity,
implementation integrity and maintenance integrity.

INFORMATION POLLUTION - ISSUE AKIN TO ENVIRONMENTAL POLLUTION

This is the global nature of Information Integrity. In the face of continuous and relentless
movement toward system integration maximization so as to reduce the costs of information
processing and have competitive advantage, the computerized information systems are becoming
complex. This is making them very vulnerable. Vulnerability is further hightened with the
widespread use of distributed computers connected by communication networks. All this is
working toward lack of integrity in information systems characterizing them (ZS) with possibilities
of incorrect system operation as also massive amounts of polluted (error-filled), i.e., inaccurate,
inconsistent and unreliable data and information which are useless and, in situations, even
dangerous. This can then be seen as the problem of Information Pollution which if not attended in
time will only accelerate the time of heat death of the /S.

INFORMATION INTEGRITY KNOWLEDGE DEVELOPMENT
— A CRITICAL REQUIREMENT

In the early days of computing, compared to shared environments of today, uncertainty
present in information was minimal. Even then, as mentioned in the beginning, research in data
errors received considerable attention. It was experimental research aiming at determining
frequency of various types of errors and finding solutions; and it revolved around real data.
However, this type of study of science of data errors has long ceased. Later advances in data-
related information processing technology mainly pertain to on-line access methods, data
transmission accuracy, data security, data encryption, and many other techniques for manipulating
and protecting existing data. Emphasis, therefore, shifted from the research and technology for
enhancement of data integrity to preserving its statusquo. The assumption is that data is perfect,
once validated, and most information processing systems do not anticipate defective data.

And, to the utter discomfort of the direct and indirect users of information system, in the
wake of unparalleled growth in system integration technology, this assumption is not sustainable.
In other words, computerized, networked information systems of today contain errors that are
made but not corrected in spite of controls that are implemented in the logical bounds of
applications. The seriousness of the problem at hand becomes further clear when it is recognized
that one is dealing with a cybernetic view of an activity whereby ‘data transformation to
information’ (which can also be represented as decision processing model) becomes a core IS
model of an activity. In actual system, these elements of the core model are combined in a variety
of ways. They may be repeated, paralleled, and interrelated. Further, output from one set of
elements (information) may become input to another set (data) and so on; thereby assigning
interchangeable roles to data and information and making the assumption of perfect data wholly
untenable and leading to errors in IS.



These errors causing information pollution are because, firstly, one is dealing with
‘information’ and not ‘data’, they being different. As a result, one must deal with information
errors as against data errors. Information being the ‘data processed’ for ‘use’, as argued earlier, this
calls for accounting for process errors and information use errors. Secondly, information model
that one is now dealing with is at a higher level and has its own brand of uncertainties giving rise
to their own types of information errors which must be researched for their integrity implications.
And, finally, the IS that one is now dealing with is a complex, open system, characterized by
complex error mechanisms not encountered in non-integrated IS of yesterdays, which are due to
system environmental uncertainties across the system development and implementation life cycle
and come with delay.

Thus, what is called for is study of information errors as above, and research and
technology for the enhancement of Information Integrity of information systems and of
information therefrom. Current integrity approaches mostly pertaining to data preparation,
validation, repair, and assurance are inadequate and ad-hoc, lacking comprehensive methodologies
for the purpose. Even critical information processing system logic such as data base updating and
information retrieval largely assumes perfect data. In the absence of Information-Integrity-oriented
techniques, result reliability, therefore, cannot be guaranteed and defective information will lead to
further information contamination — the problem of information pollution. Critical that an IS has
become to our every day life, solving the information pollution problem as this, complex that it is,
offers an opportunity to understand the global nature of Information Integrity by studying it in new
ways and finding radically new approaches for achieving it. Where it may take information science
is to defining what could be termed as Information Integrity Space (I*1S).

When visualized, I*I Space could be described as a conceptual aggregation of different
dimensions of I*I with many perspectives. All dimensions have one thing in common: they all are
related to Accuracy, Consistency, and Reliability of information. The other dimensions of I*I
Space are: Data forms: Numeric, Text, Graphics, Voice, Video, Digital, Analogue; Content,
Process, System; Security, Audit, Control; Prevention, Monitoring, Verification, Detection,
Correction; Design, Development, Operation, Use, Maintenance; Manual, Batch, Online,
Interactive; Risk Factors; Economic impact; Application Focus; User Domain;, Knowledge
continuum: “Technical, Economic, Social, Ethical, Philosophical; etc.

NETWORKING FOR I*I KNOWLEDGE DEVELOPMENT

Information Integrity Space with its interdisciplinary character possesses potential for new
knowledge, science, even an industry. However, to exploit this opportunity will require networking
by academia, professionals, practitioners, thought leaders and organizations interested in research,
education and communication of clear, compelling, and consistent messages about pervasive and
key nature of Information Integrity.
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